
PCMG helps stop unauthorized hardware and 
software from ending up on your network

IT Supply Chain Security

IT supply chain security ensures that organizations have confidence in 
the integrity of all IT assets in their environment. From the moment 
the requirement is written, through contracting and procurement, to 
hardware and software connecting to your network, you must have 
visibility into devices and individual components to authenticate that 
they are authorized and genuine.

What is IT Supply Chain Security?

What is the Threat?

Many organizations write off IT supply chain as a logistics rather than 
cybersecurity issue. We can no longer take this approach as our 
adversaries have identified this as a meaningful attack vector. There 
are two primary types of threats: counterfeit and grey market.

During scans to authenticate hardware 
and software on government networks, 
on average 4-6% has been identified as 
counterfeit/grey market. 

Counterfeit is fake hardware and/or software. It may not function, 
have had components removed or could be a lower performing box 
being sold with higher specifications. The main motivation for selling 
counterfeit to government is financial gain. Counterfeit IT devices 
connected to weapons systems or mission critical applications with 
lives on the line may not perform when you need them most.

Grey market is genuine hardware, but has gone through an unauthorized 
distribution channel during its delivery. Our nation-state adversaries 
are inserting themselves in government IT procurement chains. 
Grey market IT is a serious cybersecurity risk as adversaries have 
opportunities to tamper with equipment that will be connected to 
potentially classified networks. Government invests heavily in security 
clearances, physical security controls and network defense assets. 
AlAll those investments are bypassed if we unknowingly connect 
malicious software to our networks ourselves.

What can we do? 

PPCMG is partnering with government organizations to implement holistic 
IT supply chain security best practices. This begins with an assessment 
of your current environment to identify vulnerabilities from both a 
hardware/software perspective and by validating procurement processes. 
Remediation includes removing identified counterfeit/grey market from 
your environment and working side by side to put in place practices to 
ensure it is not reintroduced. Examples of remediation steps may include 
imimproving requirement writing to address IT supply chain security, using 
industry-leading tagging technology for device components to ensure 
legal chain of custody, and conducting periodic network integrity verification 
scans to identify unauthorized and non-genuine hardware/software.

Why is this a Government problem?

Government is a top target and consumer of counterfeit and grey market 
IT due to systemic issues in procurement processes. Examples include:

Lowest Price Technically Acceptable: All an adversary has to do to 
infiltrate a government network is be the lowest bidder.

Improper Vetting: In today’s dynamic threat landscape, government 
needs to ensure that partners are properly vetted for supply chain 
practices. Mandate resellers who have proper vendor accreditations, 
technical certifications, and secure supply chain focus.

TAA: The Trade Agreements Act states that all products under TAA must be 
manufactured or “substantially transformed” in a “designated country.” 
While the intent of TAA is to protect government procurements from 
unauthorized injection from an adversary nation, it may have the 
opposite effect. A key component of military information operations 
is Operations Security, or OPSEC. OPSEC is the practice of protecting 
your unclassified critical information, which either on its own or when 
agaggregated could reveal information about your operations. With TAA, 
government is unable to truly validate that the hardware and/or software 
went through authorized channels; instead, it puts a counterfeit/grey 
market target on the requirement by broadcasting that “this order is 
going to government.” This highlights another systemic problem in 
government procurement: requirements are too widely disseminated 
and not properly protected.

Government must understand that cyberspace is no longer simply a medium for passing information, 
but is both a warfighting domain and a weapon. IT must therefore be treated as critical infrastructure 
and procured accordingly. With decades of experience in IT supply chain security for public sector, 
PCMG’s leadership has made this issue a foundational principle in PCMG’s operations and 
strategic security vision. 

Contact PCMG’s Security Solutions Architect at lauren.burnell@pcmg.com to learn more about 
IT supply chain security and how to gain visibility into your environment.
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